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Chapter 27

WebSphere Proxy Server. On Demand Configuration
and Cross-Cell Routing

WebSphere Proxy Server is a new type of server supported in WebSphere Application
Server Network Deployment (ND) package (in version 6.0.2 and later). This Prory serv
receives requests from clients initially on behalf of content sermersvark load

manages and routes the requests across content servers depending on tharmblicies
filter classification definitions. The content servers in this scenari@arfm@emand
Configuration (ODC) enabled WebSphere Application servers and optionally Generi
servers (for example HTTP servers). Using the ODC capabilitydeplpyment manager
and application server can publish configuration changes for Proxy server(s) cglhami
without doing any additional administrative tasks during runtime when changes occur
Proxy server(s) that will be created and configured on a managed node will lseilb@cri
updates of configuration changes from ODC capable application serversus2d@he

HA manager service infrastructure to publish and subscribe the updates.

WebSphere Proxy servers can secure the transport (using SSL), content andhgrotect
identity of application servers using the response transformation featurer@JRL
writing). The Proxy server can also cache responses to improve throughput and
performance. Another good feature to note is SSL offload at the Proxy sehamn. W
using this feature you can terminate an SSL (HTTPS) connection at the proetyafter
receiving the request from the client and use HTTP as transport protocol iptore
server and the content server(s) (which are application server(s)). You camséinand
configure this Proxy server from the deployment manager’s admin consolsg@min)

in an ND environment.

In an earlier chapters we already saw two kinds of proxy servers: arc&ugenent
Caching Proxy server (chapter-15) and the WebSphere plug-in that works witiré&n HT
server (chapter-6 and 9). After reading the first two paragraphs you raxghtdalized
already that this Proxy server is much more capable than the other twe nenoxg
servers (the Edge caching server and the WebSphere plug-in) with itsedivanc
configuration capabilities, dynamic routing policies and integrated sysgmagement in
ND topology. It is interesting to note that the Proxy server carrailge requests
across multiple cellsand supports session affinity and failover. You need to aware that
you must keep the Proxy server on a node behind the firewall in your ND topology for
security reasons because a node agent process runs on this managed nodel If you stil
want to configure this Proxy server in the DMZ for any reason, then we suggest you use
either
1. The traditional HTTP server/plug-in instead of WebSphere Proxy server in
DMZ zone and let the HTTP server/plug-in spray requests across Proxy
servers instead of application servers (refer to se€anfigure Plug-in
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as front-end to the Proxy servelater in this chapteior more
information)or

2. lIsolate the Cell with the Proxy server(s) from the Cell with the appicati
servers and configure the core group bridge service between the cells
(refer to sectiorCross-Cell Routing Using the Proxy Servelater in this
chapterfor more information).

<begin note>

In Part-VI of this book, you will work with a new type of server called ODR (On
Demand Router) which is an extension to this Proxy server with request flow
management to enforce SLA guarantees over and above what a Proxy serves.suppor
ODR is supported in the WebSphere Application Server V6 - Extended Deployment
Package.

<end note>

The diagram shown below depicts the architecture of a network deployment environment
with federated nodes including a proxy server that you are going to build in thisrchapt
This is based on the system we built earlier (chapter-10) with minor modifisati

which we used a Proxy server in place of an HTTP server/plug-in module to route
requests across the application servers (content servers) after recuiagts from

clients. You will deploy a unique application on each node (Defaultapp on was-hostl and
PlantsByWebSphere on was-host?2) to test this environment, and you will see OmiDema
Configuration (ODC) behavior in action. At a later part of this chapter you willgumef

and verify the Proxy server to route requests to non-ODC compliant servers, and how to
configure ESI caching, and also see how Proxy server could work-load managsreque
across cluster members after creating the cluster.

was-host1

WAS V6
) Server-1
|

-------------------------------- H Deployment
-| Manager V6 |
proxy-host 1 WASVG dmgr-host
’ B Server-1
| was-host2 u.

Figure 27-1: Proxy server routing requests across application servers on federated nodes
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Configure Network Deployment Environment using Proxy

server

Before creating the Network Deployment configuration using Proxy sepeeified
earlier, you must complete some prerequisite tasks. After successful tompfehese
tasks, your system architecture should look similar to the one shown earliétrfkye
server will be added after completing these prerequisite tasks).

Prerequisite Tasks

To set up the environment we discussed earlier, complete the following tasks.

Task 1: Create a deployment manager profilése Chapter 7 to install, create,
and verify a deployment manager profile on dmgr-host. We’'ll assume no ajgplicati
server profile exists on this machine at this time. This means the defaagengrofile
you created now will be the default profile on that nddake sure that you apply the
fix pack level to V6.0.2 or higher.

Task 2: Create an application server profilgse Chapter 7 to install, create and
verify an application server profile on was-hostl. Do not install sample appis@n
this node during the installation. Verify that you see three applications as shown in the
screenshot below, after successful installatMake sure that you apply the fix pack
level to V6.0.2 or higher.

Start | Stop | Install | Uninstall | Update | Rollout Update |
il iz
Select| Mame Status ()
D Cefaultfpoplication =

[] |itAse P

[] |auen o 4

Figure 27-2: Application server profile with Default Application

Task 3: Create second application server profigse Chapter 7 to install, create
and verify an application server profile on was-host2. Make sure that you belebetk
box to install sample applications on this node during the installation (this deploys
PlantsByWebSphere application on this node). Verify that you see the following
applications as shown in the screenshot below after successful instaN&lansure
that you apply the fix pack level to V6.0.2 or higher.
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Select| Name & Status ()
Fl Cefaulttpplication &
[] |PlantsBywebSphere 2
dl Samples Gallery EAR =
Fl ivtApp g
] uery o

Figure 27-3: Application server profile with PlantsByWebSphere Application

Task 4: Create a custom profilélse Chapter 7 to install, create, and verify a
custom profile on proxy-hosilake sure that you apply the fix pack level to V6.0.2 or
higher. You will create and configure a Proxy server on this node later.

Task 5: Federate nodes within application server profilésllow Chapter 8 to
federate nodes (was-hostl and was-host2) within the application server poaties
Deployment Manager cell on dmgr-host and verify. While federating these bedese
to select the option to “include applications” as shown in the screenshot below. This
means after federation you should see DefaultApplication, ivtApp and query appbcat
mapped to serverl on was-hostl and PlantsByWebSphere and Samples Gallery
applications mapped to serverl on was-host2 (Navigatppbcations|Enterprise
Applications|applicationTarget mappingg. Remember that in a network deployment
environment an application (DefaultApplication for example) with the same cootext
can not exist on two different servers unless they are cluster membens want to
have the same application on multiple application servers then you need t@create
cluster and deploy that application on that cluster.

Specify a remote WebSphere Application Server instance to add inte the cell. The remote server

must be running.

Mode connection
Hast
|l:|rr|gr_hc|5t

IMX connector part
8880

Optiops
Include applications

Figure 27-4: Selecting to include applications during federation

1. Start the application servers on the federated nodes from the deployment
manager’s admin conso{Blavigate toServers|Application server$. Verify that
you are able to invoke snoop servlet from a browser using thehtipl/was-
host1:9080/snoo@and Plants By WebSphere application ugitig://was-
host2:9080/PlantsByWebSphegdter successful federation.
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Task 6: Federate node within the custom profileollow Chapter 8 to federate
the node with the custom profile on proxy-host to the Deployment Manager cell on dmgr-
host and verify. (Use the addNode command from the proxy-host command prompt as
shown in the screenshot.)

B C:\WINDOWS\System32\cmd.exe

C:sIBM~WebhSpheres~AppServersprof iles ProxyBlshin*addNode dmgr—host

Figure 27-5: Using addNode to federate the node that will hold the Proxy server

Augment Profiles

Next, take the following steps to augment the profiles and create and configBrexie
server. You need to augment the profile before creating a Proxy senesraddfmenting
the deployment manager profile you will see entries related to Proxy sertiee admin
console and server template sub directory (proxy_augment) under profileTesnplat
directory. After augmenting the custom profile directory you should be abledie ee
Proxy server using the Proxy server template on that node. So only after angrtiesti
required profiles Proxy server capabilities will be enabled for the cell

Step 1.Stop all the WebSphere processes (application servers, node agents and
deployment manager) on all the nodes in that cell before augmenting thesprofi

Step 2.0pen a command prompt on dmgr-host. Navigate to <WASV6-
ROOT>\bin and issue the command “augmentProxyServer.bat Dmgr01” as shown in the
figure below to augment the deployment manager’s profile.

SIBM-MebE&pheresAppServersbinraugnentProxyServer.hat DmngrBi
INSTCONFSUCCESS: Profile augmentation succeeded.

Figure 27-6: Augment Deployment manger profile

1. Navigate to <WASV6-ROOT>\logs\wasprofile directory, Open
wasprofile_augment_Dmgr01.log file, scroll down to the end of the file and make
sure that the log file indicates success as “INSTCONFSUCCESS”. You should
consult this log file if you face any problems during the augmentation.
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- Address (I C\IBM\WebSphere\appServerogswasprofile

Mame Size Type

@ wasprofile_create_Dmard1.log 2,096 KB Text Docum
-| wasprofile_augment_Dmagr01.log 1,727KBE  Text Docur

[E

= i ;

7 = wasprofile_augment_Dmgr01.log - Notepad g@

File Edit Format WView Help

<thread=10</thread> <message>INSTCONFSUCCESS: Profilg
augmentation succeeded.</messages</records=<records
<date=2006-02-10T19:13:48</date> =millis>
1139620428637 </mi1Tis> <sequence>3906</5equences=
{WGgger}com.ibm.WE.prufiWE.WSPPGFiWECLIﬁEWGQ?EP}
<level=INFO</level> <class=com.ibm.ws.profile.
wWsProfileCLI</class> <=method=invokewsProfile</methods

<thread=10</thread> =<message>Returning with return
code: INSTCONFSUCCESS«, /messages</records=«</log=

i

Figure 27-7: Checking the Dmgr profile augmentation log for success.

2. Navigate to <WASV6-ROOT>\profileTemplates directory and you should see a
new directory, proxy_augment, added after augmenting the profile repngsen
the Proxy server template.

. Address |[C3) C:\IBM\WebSphere\AppServeriprofieTemplates
Mame Size | Type

|y default File Folder

Iy dmar File Folder

|[Zimanaged File Folder

|[Z)proxy_augment File Folder

Figure 27-8: The proxy_augment directory in profileTemplates

Step 3.0pen a command prompt on proxy-host (where you created a custom
profile). Navigate to <WASV6-ROOT>\bin and issue the command
“augmentProxyServer.bat Proxy01” as shown in the figure below to augmenstbenc
profile. You will create a Proxy server in this profile after augmenting it

C:~IBM~UWebSphere~AppServershinraugnentProxyServer.bat Proxydl
INSTCOMFSUCCESS: Profile angmentation succeeded.

Figure 27-9: Augmenting custom profile to create a proxy server

1. Navigate to <WASV6-ROOT>\logs\wasprofile directory, Open
wasprofile_augment_Proxy01.log file, scroll down to the end of the file and make
sure that the log file indicates success as “INSTCONFSUCCESS”. You should
review this log file if you face any problems during the augmentation.
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© Address (I C:\IBM\WebSphere\appServer Yogswasprofile V
Mame Size | Type Date
IE’I wasprofile_augment_Proxy01.log 164 KB Text Document 1/30/3)
wasprofile_augment_Proxy01.log.lck OKE LCKFile 1/30/3
- .
[ o wasprofile_augment_Proxy(1.log - Notepad g@

File Edit Format WView Help

<thread=10</thread>=- <message>INSTCONFSUCCESS: Profile augmentation
succeeded. < /message>l</record=_<recordsz
<date=2006-01-30T19:36:33</date= =millis=1138671303467</miT11l4i5>2
<sequence=370«</sequence=_
ﬁWGgger}cum.ibm.ws.prufiWE.WSPrufiWECLI{EWGgger}:
<level=INFO</Tevel=2 <class>com.ibm.ws.profile.wsProfileCLI</class=C
<method=invokewsProfile</method>=2 <thread=10</thread=:
=message=Returning with return code: INSTCONFSUCCESS</message=C
</record>C</log=C

Figure 27-10: Checking the custom profile augmentation log for success.

<begin note>

You augment only the deployment manager and custom profile (in which you intend to
create Proxy server(s)). There is no need to augment application serndesmofinodes
was-hostl and was-host2.

<end-note>

Step 4 Start the deployment manager process and node agent processes on all the
nodes (proxy-host, was-hostl and was-host2) after successfully augmenting the
deployment manager and the custom profile.

Step 5.Connect to the Deployment Manager’s admin consdtp://dmgr-
host:9060/ibm/consoleand you should find that the Proxy server option has been added
to the admin console. This is the result of augmenting the deployment manager profil
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: Address |@ http: /fdmagr-host: 2060,ibmfconsale fsecure logon. do

Wealcome | Logout |

Welcome -
Guided Activities
E servers

Application
SEMVErS
Generic servers
Proxy Servers
IMS Servers

Web servers

Clusters -
Cluster topology

Generic Server
Clusters

Core groups

Applications

= s

Support | Help
Proxy Servers 7

Proxy Servers

A server that acts as an intermediary for HTTP requests
that are serviced by application servers or web servers.
The proxy server acts as a surrogate for the application
servers in the enterprise and can enhance the overall
experience by providing services such as workload
management, cross-cell routing and other services that

offload the application server.

Preferences

|Newl Deletel Templates... | Ertart| Etopl
o
Select| Name Mode Status ()

Total 0

Figure 27-11: New Proxy server option and selection to create a new Proxy server

Create and configure the Proxy server

Step 6.Now, you will create a Proxy server on the augmented custom profile
(Proxy01). To do so, expar®krvers selectProxy Servers and then click thélew

button.

Step 7.0n the next panel (Figure 27-x), select the node within the custom profile
(Proxy01) from the drop down list and specify a name for the Proxy server. Wetheis
name pserverl for this example. When you are finished with this panelNelitk

Create new Proxy server

Step 1: Select a
node

Step 2: Select a
sarver template

Step 3: Specify
sarver specific
properties

Step 4: Confirm
neaw server.

Ne:u:tl Cancel |

Create a new Proxy server entry

Select a node

add.
Select node

Select a node that corresponds to the Proxy server you want to

| proxy-hostNodedi [il

* Sarver Name

||:vser'.rerl|

Figure 27-12: Specifying Proxy server information
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Step 8.0n the next panel, select the default proxy server template radio button as
shown in the screenshot and clickext.

ate a new Proxy server entry

Create new Proxy server

5t'=l—':|l-'- 1: Select a Select a server template
node

Select the template that best specifies the attributes of the server
Step 2: Select a vou wish to create.

server template

Step 2: Specify S

sarver specific - -

properties Select| Name Type Describe the purpose of this template
The WebSphere Default Proxy Server

Step 4: Confirm @ proxy_servar | Systam Template e i

naw Saryar.

F’rv:—'.viuusl I"-.Ie:u:tl Cancel|

Figure 27-13: Selecting the Proxy server template

Step 9.0n the next panel (Figure 27-x), Select the check box for “Generate
Unique Http Ports” if this node has existing servers configured, Otherwise ddeuit se
the check box if the Proxy server is the only server on this node. ThemNektk

Create new Proxy server

Step 1: Select 3 Specify server specific properties
Specify server specific properties

D Generate Unigue Http Ports

Step 3: Specify
saerver specific
properties

Step 4: Confirm
new server.

Previuu5| Next| Cann::el|

Figure 27-14: Specify to create Unique Http Ports

Step 10Click Finish on the summary panel, save the configuration when
prompted, and clicloK.

Verify Proxy server creation

To verify the proxy server creation, complete the following steps. After comgpliese
steps you will realize how easy it is to maintain the WebSphere environment edrtgpar
having an HTTP server/plug-in. In this architecture you do not have to geperat
propagate plug-in files as it supports ODC just to name a few advantages.
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Step 11From the Deployment Manager’s admin console, exjsardersand
click Proxy serversto see the Proxy server (pserverl) you created. as shown in the
screenshot below.

Proxy Servers

A server that acts as an intermediary for HTTP requests that are serviced by application servers or
web servers. The proxy server acts as a surrogate for the application servers in the enterprise and
can enhance the overall experience by providing services such as workload management, cross-
cell routing and other services that offload the application server.

Preferences

New| Delate | Templates... | Etart| Etn|:l|
k| [
Select| Namea & Mode Status ()
] pserverl proxy-hostNodedi 8
Total 1

Figure 27-15: Successful creation of Proxy server

Step 12.Click on theProxy server (pserverl) you created, and expdudts to
see the ports that have been assigned to this server as shown in the screenshot. Look at
the port number that was assigned for PROXY_HTTP_ADDRESS (which is 80 in this
case). You will access the contents on application servers through this porPooxthe
server.

Communications

B ports
Port Mame Port | details
BOOTSTRAP_ADDRESS 5810
SOAP_CONMECTOR_ADDRESS 2884
DRS_CLIENT_ADDRESS 7873

SA5_S55L_S5SERVERAUTH_LISTEMER_ADDRESS 0
C5IVZ2_55L_SERWVERAUTH_LISTEMER_ADDRESS | O
C5IV2_55L_MUTUALAUTH_LISTEMER_ADDRESS | O

WC_defaulthost S082
DCS_UNICAST_ADDRESS 9358
WC_defaulthost_secure 5445
PROXY_HTTP_ADDRESS g0
FROXY_HTTPS_ADDRESS 443
ORB_LISTEMNER_ADDRESS 0

Figure 27-16: List of port numbers assigned
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Step 13Start the Proxy server. Select the check box for your Proxy server
(pserverl), and click th8tart button to start the Proxy server as shown below.
Proxy Servers B

Proxy Servers

A server that acts as an intermediary for HTTP requests that are serviced by application servers or
web servers. The proxy server acts as a surrcgate for the application servers in the enterprise and
can enhance the overall experience by providing services such as workload management, cross-
cell routing and other services that offload the application server.

Preferences

New| Delete | Templates... | Start | | Stoo |
E;TT;3P|EEEE Wait. ..
2o .
AL
Select| Name Mode Status ¢
pserverl proxy-hostlode0l =
Total 1

Figure 27-17: Starting the Proxy server
Step 14 Next, verify that the proxy server has been started.

1. Navigate to <PROFILE-ROOT>\logs\pserverl directory on proxy-host, Open
SystemOut.log file, scroll down to the end of the file and make sure that the
log file indicates that the server was started successfully. You @an als
observe that the directory structure and the logging architecture looks like an
application server. If you have any problems during the Proxy server startup
or runtime, then you need to look at the log files under this directory.

: Address .j C:ABMYWebSphere\AppServeriprofiles\Proxy01Yogspserver 1

Mame Size | Type
I'%’J SystemOQut.log 74KE TextDocument
E’I SystemErr.log OKE TextDocument
Igj startServer.log JKE TextDocument
pserver 1.pid 1KE PID File

4 SystemQut.log - Notepad
Fle Edit Format WView Help

52_-’&;'(16 13:25:11:138 CST] 00000032 DiscoveryMBea I
iscovered process (name: nodeagent, type: Nodeagent,
[2/4/06 13:25:11:318 CST] 0000000a wsserverImpl A
open for e-business

Figure 27-18: Verifying that the proxy server started successfully

2. Deployment manager’s admin console should show pserverl listed with a
status of “running” (green arrow), as shown below.
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Figure 27-19: Proxy server started

Step 150pen a browser, and issue the URtp://proxy-host/snoop to invoke
the snoop servlet through the Proxy Server.

Figure 27-20: snoop servlet request served through the Proxy server

Step 16lIssue the URIhttp://proxy-host/PlantsByWebSphereto invoke the
Plants By WebSphere through the Proxy Server.

Figure 27-21: Plants By WebSphere application served through the Proxy server

<begin note>

We had to map default application’s web module to the proxy server to serve the default
application through the proxy server in our sample configuration. The reason could be
that the default application’s context root is “/”. Navigatépplication|Enterprise
applications|Defaultapplication and click on map modules to the application servers to
map modules to the proxy server in addition to the application server(s). You need to do

UNDER REVIEW USE AT YOUR OWN RISK
Author: Rama Turaga Page 12 Courtesy to: Owen Cline
and Peter Van Sickel



DRAFT DFAFT DRAFT
WebSphere Application Server: Step By Step www.WebSphereMentor.com

this only for the default application, all other applications will be served through the
proxy server without mapping to the proxy server.
<end note>

Configure Proxy Server to Route Requests to Non ODC

Compliant Servers

The Proxy Server also supports routing requests to the web servers or apple@sagon s
that are not On Demand Configuration (ODC) compliant, as well as to serveasetimat
managed by the deployment manager. If you have performed Content Based Routing
(CBR) tasks using the Load Balancer described in chapter-13, then you quickly realize
that this function looks similar. In this section you will configure the Proryeseo

route requests to an HTTP server (non-ODC compliant) according to the rudié®dpe

in the configuration as shown in the diagram below. Basically, after regeive request
from a client, the Proxy server looks at the content of the URL and forwards thetreque
to the HR application on the Web server (running on web-host) if the URI matches
“Ihr/*”,
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Figure 27-22: Proxy server routing requests to non ODC compliant Web server

Create and configure Generic Server Cluster

Step 1.Navigate tdServers|Generic Server clusterand click onNew to create
cluster of generic servers. On the resulting panel enter the name foushes c
(WebCluster in our example) and the protocol (HTTP or HTTPS) according to your
environment. We used HTTP in our sample configuration. Click oApipéy button
after entering this information. You can see that the options dwitktional Properties
will be enabled after clicking oApply.
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Figure 27-23:

Step 2.Click onPorts to add the hostname and port number of servers that you
want to include under this cluster (WebCluster). In our sample configuration we have
only one Web server aneb-hostlistening for requests at pd0. On the resulting panel
click on theNew buttonto enter Host and Port informatias shown below. Click 00K
and save the configuration.

Figure 27-24: Adding a new member to the generic web cluster

Create an URI Group

Step 3.Navigate tdEnvironment|URI Groups and click onNewto create an
URI patternpointing to the web resources running Web server (located on web-host)
EnterHR App for the name anthr/* for the URI pattern as shown belo@ick on OK
and save the configuration.
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Figure 27-25: Specifying the URI pattern for the generic web cluster member

Step 4.You need to make sure that the Web server on web-host receives and
processes the requests with URIs that match /hr/*. To support this test,actest
HTML page (home.html) under the Web server’'s document root (this directory depends
on your locale and other parameters in the configuration file) as shown below. The
default document root directory for IHSV6 is <IHSV6-ROOT>\htdocs\en_UB8uf y
locale is en_US. Review chapter-13 under the Content Based Routing section for more
information on this. Start the Web server and verify that you can access thisquage f
the browser directly before accessing it through the Proxy server. Opensebesw
issue the URIhttp://web-host/hr/home.html assuming that the Web sever is listening at
default port of 80.

Figure 27-26: Simple test document
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Configure Proxy server to route requests to Web Server

Step 5.Navigate tdServers|Proxy serversand click on thd’roxy server
(pserverl), expand options undeéfTTP Proxy Server Settingsand click onRouting
rules as shown below.

Figure 27-27: From the main Proxy server screen, you can navigate to the Routing rules.

Step 6.Click onNew to create a new Routing rule. On the resulting panel enter
RouteHR for the name, seleproxy _hostas virtual hostHR App as URI group and
WebCluster as Generic Server Cluster. Keep all other values to defaults. Cliokon
and save the configuration.
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Figure 27-28: Configuring a new routing rule

Verify Proxy server routing to Non-ODC compliant Web server

Step 7.Make sure the Web server (on web-host) and Proxy server are started.
Open a browser and invoke the HR application on the web-host through the Proxy server
using the URLhttp://proxy-host/hr/home.html. You should receive a response from the
Web server as shown below.

Figure 27-29: Initial response from the HR web application

Configure Proxy server for caching

You can configure the Proxy server to cache the static and dynamic contdaisthaen
served by application servers at the backend. The configuration is similamtoetlyeu
did in chapter-15, but here you configure ESI caching on the Proxy server instead of
configuring caching on the HTTP plug-in. The diagram shown below explains the
simplified caching architecture using the Proxy server (instead of th@ ld&iver/plug-
in).
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Figure 27-30: Proxy Server Caching Architecture

Configure Application Server Caching

Step 1.Configure the application server (serverl) on was-hostl to cache snoop
servlet. Usél'ask 1 (Configure the Application Server and Enterprise Application to Use
Dynamic Cache) ichapter-15to configure dynamic caching and verify. With this
configuration, static content will also be cached by the Proxy servestbatvied by both
of the application servers on was-hostl and was-host2.

Step 2.UseConfigure the application serversection undefask 2 (Configure
the Plug-in File and Application Server to Push Cached Content to the ESI Proressor)
chapter-15to further configure application servers to push cached content externally.
Bear in mind that you do not perform steps that are related to the plug-in because you a
using the Proxy Server instead of the plug-in in this configuration. You will coefide
Proxy server to cache this content in the next step. Later, you will verify this
configuration..

Configure Proxy Server Caching
Step 3.Navigate tdServers|Proxy severs and click on thEBroxy server

(pserverl), expand options und€F TP Proxy Server Settingsand click onProxy
settingsas shown.
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Figure 27-31: From the main Proxy server screen, you can navigate to Proxy settings.

Step 4.Scroll down in the resulting panel and you should see a section for
Caching. By default caching is enabled on the proxy server. If your intention is to cache
only the static content served by application servers at the backend then you do not have
to do anything else. But if you also want to cache the dynamic content served by
application servers, select the check boxdache Dynamic Contentas shown below.

Figure 27-32: Enabling dynamic content caching

<begin note>

Remember that you need to disable dynamic cachimgg{ectCache Dynamic Content)
before you verify the Work Load Management (WLM) of Proxy server latds
chapter.

<end note>

Step 5.Scroll down in the same panel and you should see a sectibogging.
You are going to verify the Proxy server ESI caching using these log(files Cache
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Monitor application used in chapter-15 does not support viewing the cached content at
the Proxy server at the time of writing this chapter.) This type of loggidsabled by
default. Enable logging temporarily to test the caching by selecting aetitEnable
access loggingSet the log file size to a comfortable size depending on your environment
(Log file will be overwritten with the new contents after reaching theimam size).
There are three log files as shown below, each logging a different kind ahatfon as
explained below:
1. proxy.log: a log for responses (URIs) that are received from the application
servers
2. cache.log:a log for content (USRIs) that is served from the Proxy server cache.
3. local.log: a log for locally served proxy content (URIs) thahat served from the
Proxy server cache, for example redirects and internal errors.

Figure 27-33: Proxy log file configuration

Verify Proxy Server Caching

Step 6.Verify Caching configuration at Proxy server by invoking the snoop
servlet through Proxy servdrt{p://proxy-host/snoop). The first request will always be
a cache miss and will be served from the application server (servel on wasahdstl)
stored in the Proxy server’s cache. You can see this information in proxy.lothafter
first request. Resubmit (or click on Refresh button) the snoop request and the subsequent
request will be served from the Proxy server’s cache. Next invoke the
PlantsByWebSphere application through the Proxy server (http://proxy-
host/PlantsByWebSphere) and re-submit it few times to see that thecstdagat will be
stored in Proxy server’s cache. You can see cached content information is logged in
cache.log file as shown below.
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Figure 27-34: Example of Proxy server cache.log content

Proxy server Workload Management

Figure 27-35: Proxy server workload managing requests across cluster members

The architecture diagram above depicts the Proxy server doing workload managgm
spraying requests across cluster members. This is similar to th@adrkbnagement
UNDER REVIEW USE AT YOUR OWN RISK
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done by the HTTP server plug-in module. Use chapter-10 to create a vertical or
horizontal cluster using serverl on was-hostl as a server template andiadaster
member. Create the second cluster member on was-hostl (Vertical Clustas)loost2
(Horizontal Cluster). The Proxy server automatically recognizes tiséecland workload
manages the requests across the cluster members without any furthgurediofi. (No
plug-in configuration file generation or propagation is needed in this ddake) sure
that you disable dynamic caching on the Proxy before verifying the Proser S§L.M
(Refer to the Configure Proxy server for Caching section earlier in thisechdpse the
URL http://proxy-host/snoop to test the Proxy server WLM. Refer to chapter-10 for
verification steps.

The Proxy server also supports session affinity and session failover. Totheséy
features configure session persistence using the instructions given iaretiapt

Proxy server High Availability

Figure 27-36: Proxy server high availability architecture

Even though WebSphere V6 does not support clustering (for high availability) of Proxy
servers at the time of writing this chapter (similar to the applicatimeiselustering),

you can create a second Proxy server using the first one as a templateadrahte
Balancer (or HTTP server/plug-in) spray requests across thesarlimmonfigured Proxy
servers for high availability at the Proxy server layer. The archrediagram above
depicts how a WebSphere Network Deployment cell supports high availabihigy at t
Proxy server layer using two Proxy servers. The best practice to centfigyinly
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available Proxy servers is to create, configure and verify the firsyRBeyxer as needed
and configure the subsequent Proxy server(s) using the first one as a tempdateayr hi
all of the Proxy servers will have the same configuration and functionaldyied they
are configured on similar systems).

Create and configure a second Proxy server for High Availability

Step 1.Create a custom profile on proxy-host2; federate the node within this
custom profile to the deployment manager cell on dmgr-host during its creation.
Augment the custom profile using the instructions earlier and create yag&nwer in this
custom profile. In our sample configuration we decided to create the secondsEnoary
(pserver?) in the existing custom profile in which we created the first Peoxgrs
(pserverl) earlier. But in production environments it is recommended you create the
second Proxy server on a separate node.

Step 2.From the Deployment Manager’'s admin console, Navigate to
Servers|Proxy serversclick onTemplates..,on the resulting panel click on thizw
button to create a template as shown below.

Figure 27-37: Creating an new Proxy server template

Step 3.0n the resulting panel choose the Proxy server (pserverl in our example)
radio button to create a template out of the existing Proxy server you cradied e

Figure 27-38: Using pserverl as the Proxy server template

Step 4.Specify the name for the new template (proxytemplate in this example)
and optionally a description for the template. ClickQi and save the configuration.
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Figure 27-39: Naming and describing the Proxy server template

Step 5.Navigate tdServers|Proxy serversand click on thélew button to create
the second Proxy server using the template we created in the earlier steps.

Step 6.In the resulting panel select the node from the drop down list in which you
want to create this Proxy server. In this sample configuration, we sefacbey-
hostNodeO1 (where pserverl is also created) but in a production environment you would
create in proxy-hostNode02 for example. Specify the name for the Proxy server (we
specified it as pserver2). Click diext.

Figure 27-40: Naming a second Proxy server

Step 7.In the resulting panel choose the template you created earlier
(proxytemplate) to create your new Proxy server (pserver2). Clitleah
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Figure 27-41: Choosing the proxy template to create a new Proxy server

Step 8.0n the next panel, select the check box for “Generate Unique Http Ports”
if this node has existing servers configured on it. (Since we already haverfsar this
node, we selected this check box.) You do not need to select this check box if the Proxy
server is the only server on this node. (Here we are equating a “node” with@physi
machine. Obviously, port conflicts can occur if you have more than one Proxy server
configured on the same machine.) Then chiekt.

Figure 27-42:

Step 9.0n the resulting summary panel, clickeinish and save the
configuration. You should now see the second Proxy server in the Proxy server panel.
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Figure 27-43: Two Proxy servers in the cell.

Step 10Verify the creation and configuration of second proxy server and that it is
able to spray requests across the application servers. Before you velkfpnciiee
secondProxy server (pserver2) you created, and exp&uits to see the ports that have
been assigned to this server. Look at the port number that was assigned for
PROXY_HTTP_ADDRESS (which is 81 in this case).

Figure 27-44:

Step 11 Verify that port 81 and 444 (for SSL) are added to the host aliases for the
default_host virtual host. (Navigate Emvironment|Virtual Hosts|default_host|Host
Aliases) You need to add these ports to the host aliases in order to accept requests that
have port 81 in the URL. If you configured your second Proxy server (pserver2) on a
separate node (proxy-host2 for example) and used the default port numbers (80 and 443),
then you would not need to add modify the host aliases for the default_host because ports
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80 and 443 are already in the aliases list. Use the instructions given in d@fuer-
more information on adding Host Aliases.

Figure 27-45: Host aliases for the default_host virtual host

Step 12If the Proxy server receives a request with the port 81 (or 444) in its URL
then you need to verify that these ports are added in the host aliaseprorgiehost.
(Navigate tcEnvironment|Virtual Hosts|proxy_host|Host Aliases) If you configured
your second Proxy server (pserver2) on a separate node (proxy-host2 for example) and
used the default port numbers (80 and 443), then you do not have to add those ports to the
aliases for proxy_host because they are configured already.

Figure 27-46: Host aliases for the proxy host virtual host
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Verify second Proxy server creation

Step 13 Start the second Proxy server (pserverl) and verify that you are able to
invoke snooplttp://proxy-host:81/snoop) and PlantsByWebSpheretip://proxy-
host:81/PlantsByWebSphergthrough the second Proxy server. If you configure the
second Proxy server on a separate node using default ports then use http://proxy-
host2/snoop and http://proxy-host2/PlantsByWebSphere.

Figure 27-47: Using snoop to verify the second proxy server

Figure 27-48: Using Plants by WebSphere to verify the second proxy server

Step 14Now use chapter-13 and 14 to install and configure Load Balancer to
spray requests across Proxy servers.
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Configure Plug-in as front-end to the Proxy server

The Proxy server node needs a node agent process to manage the node just like any other
node in a WebSphere cell. A node agent is a relatively powerful process and should not
run in a DMZ where it may be subject to attack. The node agent and Proxy server are
Java processes and obviously need a Java Runtime Environment which also tends to be
disallowed by network administrators in the DMZ for security reasons. Thusat
recommended that a Proxy server node be placed in the DMZ. In production
environments you may want to place proven reverse proxy servers (HTTP@egvar)

in the DMZ instead of a Proxy server. In this configuration a plug-in will sgayeasts

across Proxy servers (instead of application servers) and Proxy seragreespiests

across the cluster members after receiving a request from the HVEP [geg-in as

shown in the diagram below. In such a case you do not generate or propagate the plug-in
configuration file (plugin-cfg.xml) as described in earlier chaptémstead, you generate

this plug-in file from the Proxy server and propagate it to the HTTP serveifphage

as explained in this section. You also need to disable automatic plug-in file gemerati

and propagation to the Web server’s configuration.

Figure 27-49: Highly available Proxy servers having HTTP servers/Plug-in in DMZ

Disable Automatic Generation and Propagation of Plug-in file

Step 1.If you have configured the WebSphere supported Web server as a
managed node (IHS V6 even if it is on an unmanaged node) and enabled the plug-in file
auto generation and propagation feature, then disable it now by navigating to
Servers|Web serversWWeb server definitiojPlug-in properties. You need to disable
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this feature on each Web server you configured by deselecting the two cheslaboxe
shown in the screenshot below. Click on OK and save the configuration. If you have not
configured Web servers as managed nodes, then skip this step.

Figure 27-50: Disabling automation plug-in configuration file generation and
propagation.

Configure Proxy Server to Generate and Propagate Plug-in file

Step 2.Navigate tdServers|Proxy severs and click on thBroxy server
(pserverl), expand options und€F TP Proxy Server Settingsand click onProxy
settingsonce again. Scroll down until you see the sub se&tiory Plug-in
Configuration Policy in this panelSelectCell from the drop down list t&Generate
Plug-in Configuration for the entire cell. In this On Demand Configuration (ODC)), if
you want to propagate an automatically generated plug-in file to the HTI&/plug-in
node, then you need to specify the operating system dependent script file withpgshful
(cpplugin.bat). You will see contents of this script in the next step. Click on OK aad sa
the configuration. Make sure that you perform this step on each Proxy server.

Figure 27-51: Specifying the script for automatic plug-in configuration file propagation
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Step 3.Navigate to <PROFILE-ROOT>\etc directory of each custom profile
where Proxy server has been created (<WASV6-ROOT>\profiles\Proxy01 in our
example). You should see the generation of the plugin-cfg.xml file under this director
In the next step we will create a script file (cpplugin.bat) to copy thisiplfige to the
HTTP server/plug-in node.

Figure 27-52:

Step 4 Before creating the script file, verify the hosts (http-hostl and http-host2
in this example) and the directory under which you need to copy the plug-in
configuration file (plugin-cfg.xml). To see this, open the httpd.cong file ofWdSscroll
down to the end, and see where the plug-in module expects to find the plug-in file.
Because we are configuring this on windows environment, we mapped http-hostl as
drive Y and http-host2 as drive Z.

Figure 27-53:

Step 5.Create the script file (.bat or .sh) depending on the operating system to
copy the plug-in file on each Proxy server. Because we mapped both the HTTP server
nodes (http-hostl and http-host2) to drives Y and Z, the script file looks very simple. On
UNIX machines, make sure that you give required permissions to run this script and
permissions to be able to copy the plug-in file to the destination.
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Figure 27-54:

Step 6. After creating the script file, examine the destination directory to ensur
that the script is able to copy the generated plug-in file automaticadlythé
configuration change by looking at the time stamp of plugin-cfg.xml filen@ipe
propagated plug-in file and look at the contents under ServerCluster, and make sure that
the plug-in is spraying requests across the Proxy servers (pserverl ani?psestead
of application servers in this case. If you have problems copying getditas to the
destination, then look for errors in <PROFILE-ROOT>\lpgsYvekSystemOut.log. You
need to give a full path in the directory structure including the plug-indihawn in the
example script above.
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Figure 27-55:

Verify the configuration

Step 7.Make sure the HTTP servers are started after new plug-in file propagati
from the Proxy server and verify that you are able to invoke srityp/( http-
host'snoop and PlantsByWebSphernetip:// http-hostPlantsByWebSpherg through
each HTTP server.

Step 8.Now use chapter-13 and 14 to install and configure a Load Balancer to
spray requests across the HTTP servers.

SSL configuration in Proxy server

Proxy server uses the default SSL certificates that are shipped witretifephere

package without any further configuration. But for production environments we suggest
you create SSL repertoire with trusted SSL certificate using thedtisins given in

chapter 18. You also need to configure client (browser or plug-in) and the convens ser
(application servers) for SSL configuration to function normally.

Step 1.To configure SSL between the client (browser or plug-in) and the Proxy
server, navigate to Servers|Proxy serpeosly servelHTTP proxy server settings|Proxy
server transports and do the following:

1. Select the HTTPS transport chaiil{TPS_PROXY_CHAIN).
2. Click SSL Inbound Channel (SSLx).
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3. From the SSL repertoire drop down list select the SSL repertoire you want

to use.
4. Click OK, save the configuration and re-start the Proxy server.

Figure 27-56:

Step 2.If you also want to configure SSL between the Proxy and the content
servers (application servers), navigat&evvers|Proxy servers|proxy server|[HTTP
proxy server settings|Proxy settingaind do the following:

1. Select the out bound SSL alias from the drop down list.
2. Click OK, save the configuration and re-start the Proxy server.

Figure 27-57:

SSL Termination at the Proxy Server
In enterprise environment with proxy server routing to multiple applications in the
content servers, you want to use HTTP protocol between the proxy server and the content
for certain applications (or web modules) and still use HTTPS between thiearitethe
proxy server (SSL offload) then do the following:
1. Navigate toApplications|Enterprise Applications|your application|web
modules|your web module|Web Module Proxy Configuration
UNDER REVIEW USE AT YOUR OWN RISK
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2. SelectHTTP from the Web Module Transport Protocol drop down list.
3. Click OK and save the configuration.

Figure 27-58:

Disable Proxy server routing to selected web module(s)

After you augment the proxy server functionality in a cell, proxy serveinguiill be
enabled by default for all the web modules. If you want to disable proxy servegrouti
for one or more applications then deselect Enable Proxy in the earlier step.

Logging During Creation and Management of Proxy Server

The diagram below depicts the logging that takes place during creation,rdungntiee
profile and management of the Proxy server. Notice that that this loggintearcte
looks similar to the WebSphere application server and deployment manager.
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Figure 27-59: Proxy Server Logging

Cross-Cell Routing Using the Proxy Server

If you have to configure Proxy server(s) in the DMZ zone in a production environment
due to various architectural reasons and having an HTTP server/Plug-irfrastlead

to Proxy server(s) is not a viable solution for your customized environment then we
suggest you to configure Proxy server(s) in a separate cell from kiéheet your
application servers are located as shown in the diagram below. You need to configure
core group bridge service on each cell to establish cross cell communfoatitmoxy
server to route requests to different cell(s). This architecture ¢igexdivantage of

having all the features available in Proxy server including cross celhgoarhich are not
available in traditional HTTP server/plug-in (as front end to Proxy sergendijguration.

To test the cross cell routing we created two cells (Cell-1 and Cell-Bpassn the
diagram below. Cell-1 is configured with a horizontal cluster with defaultcapion
running on it. For a matter of fact you can have a single application server omacféde
node in this cell to test the cross cell routing (having a cluster is not a regatje
Deployment manager profile on Cell-1 has been augmented to support Proxy server
functionality. Cell-2 is configured with a Proxy server on a managed node. Degloym
manager and custom profile (on which we created the Proxy server) have been
augmented to support Proxy server functionality. We need to configure Core group
bridge service on both cells so that the Proxy server on Cell-2 can route reguests t
applications on Cell-2 (cross-cell routing). Refer to sections at the beginnimg of t
chapter to enable proxy server functionality on profiles.
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Figure 27-60: Proxy server Cross-cell routing having Proxy Server in DMZ

<begin-note>

As Proxy server is supported on version 6.0.2 and higher releases, we concentrate only
the steps required to configure core group bridge service for version 6.0.2 and above.
Configuration of core group bridge service had been greatly simplified on V6.0.2 and
later by defining custom proper§GB_ENABLE_602_FEATURESas you will see

later in this section. If you are configuring core group bridge service&sions other

than cross-cell routing using the Proxy servers on cells that are below V6.0ydthen

have to consult information center for more information for your environment.

<end note>

Before we actually configure CGBS (Core Group Bridge Service)rfioryPserver cross-

cell routing, let us try to understand the components involved in cross-cell routing at a
high level. Use the diagram below as a reference while we talk about thgsenents.

The first task in CGBS configuration is selecting WebSphere processesafeteor
applications server processes for example) to act as bridge interfaaeh iced. Bridge
interfaces on each cell will communicate with the other cell through its GotgpG

Access point. The Core Group Access Point (CGAP) do not represent any processes in a
cell, it is a just a logical entity representing the bridge interfactdsat cell. To make this
bridge interface service highly available, you want to dedicate two or morespascas
bridge interfaces on each cell depending on size of your cell. It is recutechthat one

use a node agent as bridge interface, as it will have less work compared to atiapplic
server process in a cell. As you can see in the diagram below, we chose gambde a
process and proxy server as bridge interfaces in cell-2. If you have a secord@oatde
running in this cell (cell-2) then it is recommended to use that node agent instead of the
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proxy server. Same way node agent processes on was-hostl and was-host2weere defi
as bridge interfaces in cell-1.

Your next task is to create peer access point on one of the cells (we chose tBezeate
access point on Cell-2 where Proxy server is available in our sample condigubsti
providing Core group access point and bridge server information of the other cell (cell-
in this case). Peer access point (PAP) do not represent any processdls inia&eust a
logical entity representing bridge interfaces on the other cell.

The third task is to define the CGB_ENABLE_602_FETURES custom property on each
cell. After enabling this custom property (and restarting the procefisedyridge

interfaces and Core group access point on Cell-2 will be recognized autolyatycal

Cell-1 without having to configure Peer access point on Cell-1 (remember that we
configured Peer access point on only one cell (Cell-2 in our example)). Thisgediate

of administrative steps that have to be performed on each cell. This featate is

available in prior versions of V6.0.2.

Figure 27-61: Simplified architecture of Core group bridge service

Access Point Group

The Access point group defines set of core groups that communicate with each other.
Refer to chapter-12 for more information on core groups. In cross cell commuomjcati

access point group contain one Core group access point (CGAP_1) with one or more Peer
access points (PAP_1). In our sample configuration we will have only one Peer access
point (for cell-2) as it needs to talk to only one other cell (Cell-1). If Eekkeds to
communicate with another Cell (Cell-x apart from Cell-2 for example) ybemeed to
configure two Peer access points one for each backend cell.
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When you install The WebSphere V6 ND package and create deployment manager
profile, WebSphere automatically creates a default access point greag call
DefaultAccessPointGroup. To verify this default configuration navigageteers|Core
groups|Core group bridge settingon deployment manager’s admin console of each
cell (Cell-1 and Cell-2) as shown in the screenshot below. You need to verify that the
name of the access point group (DefaultAccessPointGroup in this example) masiebe s
across all the cells that are trying communicate with each other.

Figure 27-62

Configure Core Group Access Point

In this task we will define bridge interfaces under Core group access point (CG#P_1)
each cell. Let us start with Cell-2 where Proxy server is configured.

Step 1.Navigate tdServers|Core groups|Core group bridge
settings|DefaultAccessPointGroup|Core group access poing&elect
CGAP_1\DefaultCoreGroup and click onShow Detailbutton as shown in the
screenshot below.
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Figure 27-63

Step 2.0n the resulting screen, click @nidge interfaceslink. Click onNew to
define the bridge interface.

Figure 27-64
Step 3.Select the node agent on Proxy server node as one of the bridge interfaces

as shown in the screenshot below and click on OK.
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Figure 27-65

Step 4.Click onNew again to define the second bridge interface. On the resulting
screen select Proxy server as the second bridge interface as shown ieghshst
below. Click on OK and save the configuration. In a production environment it is
recommended to have a second Proxy server (preferably on a different node) for high
availability. In such a case select the node agent process on the second perxyoske
instead of proxy server as a bridge interface.

Figure 27-66

Step 5.After successful completion of above steps your configuration for Core
Group Access Point of Cell-2 should look similar to the one shown in the screenshot
below. Port numbers and names of bridge interfaces may vary depending on your
configuration.

Figure 27-67
Step 6.Now we are done with configuring CGAP on Cell-2, let us configure
CGAP on cell-1 where application servers are available. Use steps 1 thru Sgareonf
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bridge interfaces on Cell-1. This time use node agent processes on was-hostl and was-
host2 as bridge interfaces

After successful completion of these steps on Cell-1, your configuration should
look similar to the one shown in the screenshot below. Port numbers and names of bridge
interfaces may vary depending on your configuration. Note down the cell name (@avigat
to System administration|Cellto find the cell name), core group (DefaultCoreGroup),
core group access point (CGAP_1), hostname/port numbers (was-host1/9356, was-
host2/9357) for this cell. You need to provide this information while configuring Peer
access point on the other cell (Cell-2).

Figure 27-68

<begin note>

If you have more than one cell at the backend (Cell-x apart from Cell-1 fiowpéxeand

you want Proxy server to route to more than one cell then you need to perform all the
steps unde€onfigure Core Group Access Pointask on each backend cell. If you have
more than one cell at the backend then you need to have a unique application (application
with unique context root) on these cells. This means that Proxy server clossHiag)

does not work if the same application (with the same context root) is running on multiple
backend cells.

<end note>

Configure Peer Access Point

Our next task is to configure Peer access point on one of the cells. For our sample
configuration we chose to configure it on Cell-2 where proxy server is runiag
configure Peer access point on Cell-2 by giving information about the CGAP and bridge
interfaces information on the other cell (Cell-1 in this example).

Step 7.Navigate tdServers|Core groups|Core group bridge
settings|DefaultAccessPointGroup|Peer access poin@ick onNew button to create
peer access point.

Step 8.Enter the configuration information about the other cell you noted down in
step 6 as shown in the screenshot below. For the sample configuration we named the peer
access point as PAP_1. Clidlext.
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Figure 27-69

Step 9.Select thdJse peer portsradio button and, enter the hostname and port
number of the first bridge interface on the other cell you noted down in step 6 as shown
in the screenshot below. Clidkext.

Figure 27-70

Step 10Click Finish on the summary screen and save the configuration.

Step 11 We still need to enter the second bridge interface information of the other
cell. To do that, select the peer access point (PAP_1) you just createcckruh 8how
Detail button as shown in the screenshot below
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Figure 27-71
Step 121In the resulting screen, clidkeer portsunder Peer addressability section
as shown in the screenshot below.

Figure 27-72

Step 130n the resulting screen you will see an entry for the first bridgdanter
you provided in earlier steps. Clitkew to provide information about the second bridge
interface.

Figure 27-73
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Step 14 Enter the hostname and port number of the second bridge interface on the
other cell you noted down in step 6 as shown in the screenshot belowORliakd save
the configuration

Figure 27-74

Step 15After successful completion of above steps your configuration for Peer
Core Group of Cell-2 should look similar to the one shown in the screenshot below. Port
numbers and names of bridge interfaces may vary depending on your configuration.

Figure 27-75:

<begin note>

If you have more than one cell at the backend (Cell-x for example) then you need to
configure peer access point (on Cell-2) for each additional cell this peoxgrss trying

to route to. Unlike Core Group Access Point, you configure Peer Access Point on only
one cell (Cell-2 in this example) as we are using CGB_ENABLE_602_FETURES
custom property. You also need to perform all the steps @aldigure Core Group

Access Pointask on each backend cell before configuring peer access point on this cell.
<end note>

Configure Custom Property

Step 16.The last step of CGBS is defining custom property named
CGB_ENABLE_602_ FETURES for the access point group (DefaultAccessPointGroup)
we worked on so far. You need to perform this step on each cell that is involved in the
cross cell routing (Cell-1 and Cell-2 in our sample configuration). Navigate
Servers|Core groups|Core group bridge settings|DefaultAccessRtisroup, click on
Custom propertiesunder additional properties section. ClickNew to define the
custom property (CGB_ENABLE_602_FEATURES), value (true) and, optionally, a
description as shown in the screenshot below. Clickkirand save the configuration.
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Figure 27-76

Verify Cross-Cell Routing

After configuring Core Group Access Point (CGAP_1) on all the cells (Cafie Cell-2

in our configuration) and Peer Access Point (PAP_1) on one of the Cells (Cell-2) in our
example, you are ready to test Core Group Bridge Settings and crossstieti through

the Proxy server.

Step 17 Stop all application server processes including proxy servers, node agent
processes on all the cells (Cell-1 and Cell-2 in this case).

Step 18 Remove log files under each <PROFILE-ROOT>\logs directory. Back
them up if necessary before you delete them.

Step 19Re-start the node agent processes on Cell-1 where you have application
servers are configured.

Step 20Re-start the node agent processes on Cell-1 where you have application
servers are configured.

1. Restart the cluster(s) or application servers in this cell.

Step 21 Re-start the node agent processes on Cell-2 where you have proxy
server(s) configured.

1. Re-start the Proxy server(s).

Step 220pen SystemOut.log of node agent processes and proxy server that have
been used as bridge interfaces. You should see that bridge interface has bedadcconnec
to the other cell as shown in the screenshot below. The log file below is inditeting t
bridge server (node agent) on Cell-1 has been connected to bridge server on Cell-2.

Figure 27-77

Step 230pen a browser and invoke snoop servlet through the proxy server to test
the cross-cell routing (http://proxy-host/snoop). If you have a problem invokingadlog s
servlet then review the troubleshooting section given below.
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Figure 27-78

Troubleshooting Cross-Cell Routing
If you have problem routing requests then double check the configuration steps again.
Also check the spelling of CGB_ENABLE_602_FETURES and its value has been set as
true. You can get more information by turning on tracing on bridge interfaces aryd prox
servers.

Step 24.To setup tracing on node agents that have been used as bridge interfaces,
navigate tolroubleshooting|Logs and Trace|node agent|Diagnostic Trace|Change
Log Detail Levelsand change the setting to
*=info:com.ibm.ws.cgbridge.*=all:com.ibm.ws.ODCTreelmpl$Save=all as shown in
the screenshot below. Click on OK save the configuration.

Figure 27-79

Step 25.To setup tracing on Proxy server(s), navigatértaubleshooting|Logs
and Traceproxy servejDiagnostic Trace|Change Log Detail Leveland change the
setting to*=info:com.ibm.ws.proxy.*=all:
com.ibm.ws.dwlm.*=all:com.ibm.ws.ODCTreelmpl$Save=allas shown in the
screenshot below. Click on OK save the configuration.

Figure 27-80
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Step 26 Follow the steps given under Verify Cross-Cell Routing task given above
to test the routing again. Review trace.log under <PROFILE-ROOT>\logi=tatiy for
more information on the failure of cross-cell routing.

-30-

-30-
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