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Chapter 4

WebSphere Portal Server V6: User Registry Transfer
to LDAP Server

Introduction

In Chapter 3 of this series you saw how the portal configuration data can be transferred
from the Cloudscape database to the DB2 database (Phase-1). But, you still need to
perform Phase-2 (migrating the user registry to an LDAP server) since the user registry is
still stored in the wmm schema in the Cloudscape database. In production environments,
this user registry is usually maintained in a production quality LDAP server like ITDS
(IBM Tivoli Directory Server).
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As shown in the illustration above, we will configure ITDS V6 (LDAP Server) with the
portal server to store the user registry. You need to add user-ids (wpsbind, and wpsadmin
for example) and groups (wpsadmins for example) to the LDAP server required by the
portal server, before running the configuration tasks to transfer the data from Cloudscape
database to the LDAP server (again ITDS in our example).

The illustration above also illustrates that the portal server is configured with an LDAP
server with a single realm (portal) right now. A realm allows you to group users from one
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or more LDAP trees and from one or more LDAP servers. We have one LDAP tree
(noyb.com in our example) right now under the portal realm. When the portal server
starts up, the portal server looks for users under the noyb.com tree in the LDAP server
and authenticates users under that tree. Even though you are using a single LDAP tree
right now, it is a good idea to configure the portal server with realm support as you may
extend your portal configuration with multiple realms (or multiple LDAP trees under a
realm) later on.

When the portal server is configure with an LDAP Server with realm support, the portal
server will access the LDAP server through a component called the WebSphere Member
Manager (WMM). The WMM will act as an intermediary between the WebSphere
Application Server (remember portal server runs on WAS) and the users registries. In this
way, WMM will make user registries appear as a single logical entity to WAS even
though multiple user registries have been configured for use with the portal server.

You can also configure the portal server without realm support when you don’t anticipate
realm support in the future. In this configuration, your portal server is configured directly
with an LDAP tree and WAS will not use the WMM component since it will be
configured to directly access the LDAP server.

When you configure the portal server with the LDAP server, you will be working with
the wpconfig.properties file in the <WPV6-ROOT>\config directory. The user registry
migration task will update two XML based property files (Wmm.xml and wmmur.xml
files under <WPV6-ROOT>\wmm directory) with the information about the LDAP
server and suffixes that the portal server will use to locate users and groups. After the
LDAP migration task is successful, the portal server will read these two wmm XML files
(wmm.xml and wmmur.xml) during its startup.

You will be configuring the portal server with an LDAP server with realm support in this
sample configuration.

Cloudscape to LDAP Server Migration (Phase-2)

Prepare your system

Step 1: Make sure that you followed the instructions provided under the same
section in Chapter-1 of this series, before you start with the migration task.

Disable Security

Before we migrate the user registry data in wmm from the Cloudscape database to the
ITDS Server, we need to disable security on the portal server. This can be achieved by
modifying the wpconfig.properties file and running a configuration task (disable-
security) using the WPSconfig.bat script.

UNDER REVIEW USE AT YOUR OWN RISK
Author: Rama Turaga Page 2 Courtesy to: Owen Cline



DRAFT DRAFT DRAFT
WebSphere Portal Server: Step By Step www.WebSphereMentor.com

Step 2: Make a backup copy of wpconfig.properties file. Open
wpconfig.properties file and enter the password you specified for WAS administrator
user-id (wpsbind in our case).

] wpconfig. properties - Microsoft Word

File Edit Wew Insert Format Tools Table Window Help

LE---|---1---|---1---|---3---|---4---|---5---|
WasUserid=wpsbind

# WasPassword: The password for WebSphere Application Server securi
anthentication (LDAP and CUR})

WazsPasswo rdm

Step 3: Enter the password you specified for portal administrator user-id
(wpsadmin in our case).

et wpconfig. properties - Microsoft Word

File Edit Vew Insert Format Tools Table Window Help

Lg"'l"'l"'l"'1"'I"'3"'I"'4"'I"'5"

PortaldidminTd=wp=sadmin

# PortalhidminPwd: The password for the WebSphere Portal Administ
PortallidminPwd=ysf==Teiinkil

Step 4: Change the LookAside database parameter value from false to true if you
want to continue to use the Web Content Management features built into the portal server
even though you are not using the LookAside database feature as such in our sample
configuration. Refer to the WebSphere Portal Information Center for more information
on the LookAside database topic.

i wpconfig. properties - Microsoft Word

File Edit Wiew Insert Format Tools Table Window Help

Lg"'I'"1"'I"'1"'I'"3"'I"'4"'I"'5"'I'

# LookAside: To confignre LDAP with an additional LookAside Database

# trme - LDAP + Lookaside database
# false - only LDAF
LookAside={Rane

# WmmDefanltRealm
HWmmDefanltRealm=portal
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Step 5: Even though most production environments use the LDAP server to store
the user registry, some may use a production quality database (DB2 for example) instead
of an LDAP server. In such cases, you need to enter values for wmm.DbType, DbName,
DbUrl, DbUser and DbPassword etc. in the wpconfig.properties file to point to the DB2
server as shown in the screenshot below.

You need to provide values for wmm parameters in our case anyway because we
changed the LookAside value to true even though our user registry is going to be in
LDAP and not in DB2 server.

Open the wpconfig_dbdomain.properties file, navigate to the WMM datababase
properties section and change the following:

e wmm.DbType from cloudscape to DB2.

e wmme.DbName still stays the same as we named the database on DB2 also
as wpsdb, if you want to use a different name then you would change the
name here.

e  wmm.DbUrl from jdbc:db2j:wpsdb;create=true to jdbc:db2:wpsdb to point
to the DB2 database.

e wmm.DbUser and DbPassword to db2admin/db2admin. If you used a
different name for the DB2 database administartor user then you would
enter that user name and password here.
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wpconfig_dbdomain. properties - Microsoft Word

File Edit Wiew Insert Format Tools Table Window Help

Lg"'l"'l'"I"'2"'I"'3'"I"'4"'I"'5"'I"'6

BFREEAEREF AR AR AR AR AR R HE R R AR AR EE
# WMM Database Properties
BFREEAEREF AR AR AR AR AR R HE R R AR AR EE

# DbType: The type of database to be nsed for WebSphere Member Manager

wimm . Db Type=db2

# DbName: The name of the WebSphere WebSphere Member Manager database

# Hote: This walume shounld also appear as the database element in DbUrl

# Hote: Hon-Windows platforms when nsing DB2 only. Thiz walune iz the TCPI
for

# the database.

wnn . Db ame=wp=db

**Reguired for DB2 for =z/05 and 05/390 only**

DbHameOnZos:

If running db2 zos as remote database, the name of the remote
WebSphere WebSphere Member Manager database.

# If portal is ronning on /05 with db2 zo=, must be =zet eqgmal to DbName.

wmn . DbNamneOnZos=WPSTSTD2

A oA S e

# DataSonrceName: The name of datasonrce to be nsed for WebSphere WebSphe
# Member Manager
wim . DataSonrceName=wpdbD5S

# DbUrl: The wmm database URL
win . DhUrl=jdbc: db2 :wpsdb

# DbUser: The database adminiztrator unzer ID
wnnt . DbTser=db2admin

# DbPassword: The database administrator password

wiim . Db Password=dbZadmin

Step 6: From the command prompt, navigate to the <WPV6-ROOT>\config
directory and run the WPSconfig.bat disable-security command to disable security
temporarily until the user registry information is transferred to the ITDS server.
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»IBM~UebhSpheresPortalServersconf ig»WPSconfig.bat disable—security
icenszsed Materials — Property of IBM

?24-E76, 5724-E7?7. 5655-M44
C(C> Copyright IBM Corp. 2801, 26806 All Rights Reserved.

unning YebSphere Portal configuration task.

ANG 1=

:/IBM-llebhSphere AppServersjavashinsnative2ascii WPSConfig_temp.prop_ WPSC
EMp.prop___

oading system propertiesz from WPSConfig_temp.prop___

psConf igLauncher setting system property NodeName=pModeBl

psConf igLauncher setting system property was.repository.root=C:/ibn-UebSp
of iles up_profilesconfig

Step 6: The disable security task may take 25to 30 minutes depending on the
configuration of your machine. It took around 28 minutes on our machine as shown in the
screenshot below.

If the task fails, it could be because of typos or wrong values provided. Re-check the
changes made and provide correct values in the wpconfig.properties file and re-run the
task.

action—post—config:
Tue Mov 21 13:88:54 CST 26086
. [deletel Deleting: C:SIBMSUWEBSPH™1PORTAL™1“conf igworkswas“wp_portal
ies
[deletel] Deleting: C:SIBMSUWEBSPH™1SPORTAL™1“conf igwpconfig_ascii.prg

BUILD SUCCESSFUL
Total time: 28 minutes 25 seconds

NOTE: The disable security task could also be accomplished using the GUI based
configuration wizard by invoking configwizard.bat in the <WPV6-
ROOT>\config\wizard directory as explained in Chapter 3. But, if you manually perform
these tasks, you will have a better understanding on what property files are being changed
and what tasks are being performed. This knowledge will help you debug and resolve any
problems quickly.

Prepare LDAP Server

NOTE: If you want to transfer the user registry to the database (instead of an LDAP
server) then you have performed all the steps required to that task. You can skip all of the
steps used for LDAP transfers and instead run the configuration task for database
transfer by running the WPSconfig.bat enable-security-wmmur-db command from the
command prompt after navigating to the <WPV6-ROOT>\config directory.

Before we migrate the user registry data in wmm from the Cloudscape database to the
ITDS (LDAP Server), you need to populate all users and groups required by the portal
server. These users and group(s) are nothing new to you. The users are nothing but
wpsbind (WAS admin user) and wpsadmin (portal admin user) and the group is
wpsadmins. These are the values you provided during the portal server installation
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(except wpsadmins that was created implicitly) as administrators. Apart from these basic
users and groups, you should also create users and groups required by the Content
Management Server (WCM) that is built inside the portal server if you are using that
feature.

You either can create these users and groups manually from the ITDS V6 admin console
or import the LDIF file supplied in your portal images. The names of these LDIF files are
PortalUsers.ldif and ContentUsers.ldif. You need to customize these files for your
environment. Make a backup of these files before you modify them.

. Address (I3 C\wase-nstalls\Portalve
Marme Size | Type
| ContentUsers.Idif 1KE LDIF File
 |Portalusers.dif | 2K LDIF File
ContentUsers.|dif.org 1KE ORGFile
PortalUsers. dif.arg 2KE ORGFile

Step 7: Open the PortalUsers.ldif file and notice that this LDIF contains user and
group information for the WAS admin id (wpsbind) and portal admin id (wpsadmin).
This is one of the reasons why many administrators use wpsbind and wpsadmin user
names as WAS and portal admin ids since they don’t have to modify this file often.

Modify every instance of yourco with your initial part of LDAP tree suffix (noyb in our
case). You did not have to change the remaining part of the LDAP suffix (com) the
sample also uses “com” too. If you are using a different one (for example org instead of
com), then change every instance of com with org.

version: 1

# NOTE: you must edit this file before importing it and replace all
# occurrences of the default suffix "dc=yourco,dc=com” with the suffix
# that your LDAP server 1is configured for.

dn: dc=yourco, dc=com
Dblectc ass: domain
objectc]aee——tan

# Add 141 Replace 2 .\ to your suffix
dc: wour P .
dc: yours

Find what: yourco
dn: cn=us:
objectc]y Replace with: |noyb
objectcl:
Cn: user: Replace Al
dn: cn=gy Cancel
Dbjectc?¢ [ Match case
objectcl;
e
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Step 6: Open the ContentUsers.Idif file and notice that this LDIF contains user
and group information for the content server. Modify every instance of yourco with your
initial part of LDAP tree suffix again (noyb in our case).

version: 1

# NOTE: you must edit this file before impurtﬁﬂg it and replace all
# pccurrences of the default suffix "dc=yourco,dc=com” with the suffix
# that your LDAP server 1is configured for.

dn: dc=yourco, dc=com
objectclass: domain

objects 2
# Add | Replace nd to your suffix
dc: wa
dc: wo

y Find what: yourco
dn: cr
gbject Replace with: |noyh
ohject
Eﬂ? us Feplace Al

: [ |

dg._ cn [ ] Match caze
object
object
cn: gr

Step 8: Install the ITDS V6.0 LDAP server using the instructions provided in
Chapter 17 in the printed version of the book. Do not forget to apply fixpack 3 for ITDS
V6.0 for this environment.

Step 9: Navigate to the <LDAP-ROOQOT>\sbin and invoke the ITDS
configuration tool by double clicking on idsxcfg.cmd.

You need to create the suffix (noyb.com in our case) before we import users from the
LDIF files under that suffix.

Click on Manage Suffixes task, enter de=noyb,dc=com and click on Add to add the
suffix as shown in the screenshot. Refer to the printed version of the book for more
details on this tool.
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Mame

runstais.n:md
Fidtred.omd
Eidtre.cmd
[Fidif2db.cmd
idsxinst.r_md
__a"] idsxcfg.cnd

. Address ._“] C:\Program Files\IBM\LDAPWE,0\shin

Size | Type

2KB Windows NT Comm...
2KB Windows NT Comm...
2KB Windows NT Comm...
2KB Windows NT Comm...
4KB Windows NT Comm...
4KB Windows NT Comm...

Diate Modified

9/18/2006 2:41 PM
9/18/2006 2:41 PM
9/18/2006 2:41 PM
9/18/2006 2:41 PM
9/18/2006 2:41 PM
9/18/2006 2:41 PM

& 1BM Tivoli Directory Server Configuration Tool

File Help

Bei=

Choose a sk
[E] COverview
[E] Manage administrator D
[E] Manage administrator pe
[E] configure database
[E] Unconfigure dstabasze
[E] Manage changelog
[£] Manage suffixes
[E] Manage scheta files
[E] Import LDIF data

Manhage suffixes
Suffizes

Suffix DR

—

di=novyh do=carm

|Llse thiz panel for manading suffixes. |

Current suffixz DMz

ch=localhost
ch=pvddpolicy
ch=ibmpolicies

| Fetmove |

Step 10: Now select the Import LDIF data task and enter the full path to the
PortalUsers.1dif file and click on the Import button to create the users and groups

defined in the LDIF file.

Next, import the ContentUsers.ldif file in the same manner if you have customized it and
you want to use the Web content feature in the portal server as we did in our sample

configuration.
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€% IBM Tivoli Directory Server Configuration Tool
File Help

Choose & task: |mp|:ur‘t LDIF data
[E] Overview CrwvasB-installs PortalvEPortalsers Idif
[E] Manage adminiztrator DN

D Manage administrator passwa
[] Configure databaze

[E] Unconfigure database (%) Standard import () Data wvalidation only ) Bulkload
D Manage changelog Schetna checking iz done on the data,

(] Marage suffies but the data is not added to the directory.
] Manage schema files

|:| Retnove trailing spaces in Standard import or Bulkload

Warning: To improve performance

[ Import LDIF data Bulkload does not check the correctness
D Export LDIF data of the data. Run Data validation only on
D Backup database the LDIF file hefare attempting bulkload.

[E] Restore databasze
[E] Optimize databaze

u

Step 11: Verify that the users and groups have been successfully imported under
the dc=noyb,dc=com suffix by using the ITDS Web Administration tool. Use the URL
http://1dap-host:12100/IDSWebApp/IDSjsp/IDSConsoleframeWork.jsp to connect to the
ITDS Web Admin tool. This is a J2EE application which runs on WebSphere Application
Server Express Edition by default. Refer to the printed version of the book (Chapter 17)
for more information about this tool.

You can also use the Softerra LDAP Directory Administration tool instead of ITDS Web
Admin Tool if you have one installed already. You can download the demo version of
this tool from the URL http://www.ldapadministrator.com/download_tryIt.htm.

UNDER REVIEW USE AT YOUR OWN RISK
Author: Rama Turaga Page 10 Courtesy to: Owen Cline



DRAFT
www.WebSphereMentor.com

DRAFT DRAFT

WebSphere Portal Server: Step By Step

: Address

http: fldap-host: 12100/ID5WebApp/IDSjsp/IDSConsoleFrameWork. jsp

Tivoli. Directory Server Web Administration Tool

[ Introduction

¢ (E3User properties Manage entries
3 |:| Server administration Current location
b (Z3Proxy administration \dap-/dap-host:389 [v| | Collapse/Goto |
» [Z3 5chema management
Expand | | Find.. | Acd. | | Editatiributes.. |  Delete |
« {33 Directory management
[ Sty BB R E R — Select Action - || ﬂ
[ Mo e Select | Expand | RDN ~ | Objectclass ~ | Create
[ Eind entries O |dE cn=configuration ibm-slapdTap
] |:|P.ep_rlicati|:-r1 managemen MNov 22
3 |:|F‘.E:ﬂlms and templates O ':'I]: Cﬂ:imeU“CiES container 2006
» [ERUsers and groups :
o |4 cn=localhost container SI[?SGEE
(4 Logout
&) cn=pwdpalicy container 285622
O |9 dc=noyb,dc=com domain 285622

Step 12: As explained during the introduction section in this chapter, the enable
security task will update two XML files (wmm.xml and wmmur.xml). Review these files
to note the default values and make a backup copy of these files to compare the original
and modified files after the enable security task has been executed.

© Address |[C3) CIEMWebSphere \PortalServer wmm
Mame Size | Type

2] wmm, el S5KE ¥ML Document
wmmLAAtributes. xml 10KE XML Document
wmmDBAttributes. xml 16 KE XML Docurment
wmmyW ASAdrnin, xml 1KE XML Documnent
= wmmur. o | 1KB XML Document
wmmAttributes. xml 13KE XML Document

Work with the property file

Most of the values related to the user registry in the wpconfig.properties file are defaulted
to IBM Directory Server (also known as IBM Tivoli Directory Server). So, we are
assuming that you have not modified the wpconfig property file except for the values
mentioned earlier in this chapter and previous chapters. Your configuration task might
fail if you change any parameters that are not mentioned here as the default values are
already setuo for the IBM Tivoli Directory Server. Remember that the values you are
providing here are the users and groups you imported from the LDIF files earlier
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and other information related to the ITDS Server. Also review the default values that
were set under each section even though you do not modify them.

Step 13: Open the wpconfig.properties files again and enter the value for
WasUserid and password. You need to enter the full path for the user including its
LDAP suffix, if your user registry is stored in an LDAP Server. In our sample
configuration, the value for WAS Admin user id is
uid=wpsbind,cn=users,dc=noyb,dc=com. You can enter the password (wpsbind in our
case) just like you normally do. These values are used as Server user-id and password
while configuring WMM as a custom user registry when you configure the LDAP server
with realm support (Navigate to SecuritylGlobal securitylCustom on the admin console
after the successful configuration). Refer to Verify User Registry Configuration From
the Admin Console section later in this document for more information.

NOTE: If your user ids and LDAP suffixes are different then provide the values
appropriate to your environment. These values are usually unique to each environment in
production.

il wpconfig. properties - Microsoft Word

File Edit Wew Insert Format Tools Table Window Help

Lg"'I"'1"'I"'2"'I"'3"'I"'4"'I"'

WEENEIS b i d=wpsbind , on=nsers , do=novyh , do=conu

(3]

# WaszPassword: The password for WebSphere Application Server seom
anthentication (LDAP and CUR)
WazPazsword=wpsbind

# WpsInstalllocation: The directory where WebSphere Portal is ins
Wp=sInstalllLocation=C: /IBM/WEBSPH~1/PORTAL~1

Step 14: In the same way, enter the value for Portal Admin user id as
uid=wpsadmin,cn=users,dc=noyb,dc=com and its password (wpsadmin in our case).

wpconfig. properties - Microsoft Word

File Edit Wew Insert Format Tools Table Window Help

LE"'I"'1"'I"'E"'I"'l"'l'"4"'I"'

s AT i d=wpsadmin, cn=nsers , do=noyh , dc=com

L

# PortalhAdminPwd: The password for the WebSphere Portal Administ
PortalAdminPwd=wpsadmin

Step 15: Enter the value for Portal Admin group id as
uid=wpsadmins,cn=groups,dc=noyb,dc=com.
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wpconfig. properties - Microsoft Word

le Edit View Insert Format Tools Table Window Help

E"'I'"1'"I'"2"'I"'3."'I"'4"'I"'

2l - WL BB felr I =y sadmins , cn=groops , do=noyb , do=com

wn

# PortalUniqgoneID: The 12 hex digits onigome to this WebSphere Portal ind
# Usnmally a MAC address from a commmnications adapter on this node.

Step 16: Enter the value for the content administrators group as
uid=wpsContentAdministrators,cn=groups,dc=noyb,dc=com. If you are using the

portal document manager feature then the user has to be under this group to perform
some administrative tasks.

wpconfig. properties - Microsoft Word . : E

lle Edit View Insert Format Tools Table Window Help

g---|---1---|---1---|---3---|---4---|---5---|---5---

[l S R sl RN =W sContentAdministrators , cn=groups , doc=novh , do=com

# WpsContentAdministratorsShort: The WebSphere Content Administrators groomp I
WpsContentAdministratorsShort=wpsContentAdministrators

Step 17: Enter the value for the document reviewer group as
uid=wpsDocReviewer,cn=groups,dc=noyb,dc=com. If you are using the portal
document manager feature then the user has to be under this group to perform document
reviewing and approving tasks within the document workflow process.

wpconfig. properties - Microsoft Word

File Edit Wew Insert Format Tools Table Window Help

LE"'I"'1"'I"'1"'I"'3-"'I"'4"'I"'5"

[l tal e Y e = s DocReviewer , on=gronps , do=novh , do=con

# WpsDocReviewerShort: The WebSphere Doocoment Reviewer gronp ID
WpsDocBeviewerShort=wpsDoocReviewer

Step 18: Now navigate to Web Content Management properties section in
wpconfig.properties file and change the following parameter values:

® Make sure that WemConfigured is set to true, if you want to enable the
Web Content Management functionality in the portal server as we do in our

sample configuration. Change the value to false if you do not want to use
WCM features.

® [f you have configured the WCM authoring portlet already then you would
change WcemAuthoringConfigured to true. So far, we have not configured
the WCM authoring portlet. You need to run the configure-wem-authoring
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task as you will see in Chapter 8 (WP V6: Work with the Portal). Keep this
value false unless you have configured the WCM authoring portlet already.

® Enter the value for WCM group id as
uid=wpsContentAdministrators,cn=groups,dc=noyb,dc=com and
WcemAdminGroupld as wpsContentAdministrators. If you are using the
Web Content Manager (WCM) feature then the user has to be under this
group to perform some administrative tasks.

wpconfig. properties - Microsoft Word

file Edit View [Insert Format Tools Table Window Help

E"'I"'I"'I"'Z'"I"'].'"I"'4"'I"'E."'I"

RBREREFFFAAAAAAAAAAAAAAAHHHAAAAAAARRRRRE AR
# Web Content Management (WCHM) Propertiez - BEGIN
BRERERRRRRRAAAAAAAAAARAHAAAAAAAAAR AR R R R AR AR #H

# WomConfigonred: Indicates whether WCM application is configured.
WomConfignred=true

# WomAnthoringConfigonred: Indicatez whether WCHM anthoring portlet i=s ¢
WemAnthoringConfignred=fal ze

# WemAdminGronpId: The groomp ID for the WCM Administrator groop

(Y=t a Rl e dele sl o n=peContentAdmnini strators, ocn=group= , do=noyh , do=com

# WomAdminGroupIdShort: The WCH admin gronop ID
Vst a Rty deleial b lilsd g sContentAdmini strators

Step 19: Navigate to the LTPA and SSO Configuration section in
wpconfig.properties file and change the following parameter values:

e LTPAPassword: We used wpsbind in our environment, but you can supply
any password in your environment. The portal server will use this pasword
to encrypt and decrypt LTPA keys. Refer to the portal information center for
more information on this topic.

¢ SSODomainName as noyb.com. If your suffix is different then use that
domain name here.
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wpconfig. properties - Microsoft Word

le  Edit

Wiew Insert Format Tools Table Window Help

#afAfARARARARARARARARARAARARARARARARARARARARAARARARARARARARARAS

# WebSphere Portal Security LTPA and 550 configuration
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# LTPAPassword: Specifies the password to encrypt and decrypt {1
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# LTPATimeont: Specifies the time period in minnmtes at which an

expire.
LTPATimeont=120

# S50BeqniresSS5L: Specifies that Single Sign-0On function is eng
# only when regmests are over HTTPS Secure Socket Layer (55L) o
S50BeqniresSSl=false

# S50DomainName: Specifies the domain name (ibm.com, for exampl
Sign-on hosts.

SSDDumailmamm
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Step 20: Navigate to the LDAP Properties Configuration section in

wpconfig.properties file and modify or review the following parameter values:

LookAside should be set to true if you have not already done so as
explained in Disable Security section earlier.
LDAPHostName should be set to the host where your LDAP server is
running. As we are running everything locally, you can use portal-host (or
localhost). In our sample configuration, we used ldap-host as it should
already have aliases in the hosts file. Refer to the “Prepare your system”
section for more information.
LDAPAdminUld should be set as en=root in our sample configuration. If
you have used a different admin id during the ITDS V6 installation then
enter that value here. This is the admin id of the LDAP directory. Using this
id, the member manager will retrieve, create and update user attributes,
users and groups in the LDAP directory.
LDAPAdminPwd should be set to root in our case. Enter the value you used
for the LDAP Admin id password, if it is different.
LDAPBIindID was set to uid=wpsbind,cn=users,dc=noyb,dc=com. Using
this id, the WebSphere Application Server will bind to LDAP server to
authenticate users. Note that we used the WAS Admin id in this case.
LDAPBindPwd was set to wpsbind in our case. Enter the value you used
for the wpsbind user’s password, if it is different.
= Strictly speaking you do not have to enter LDAPBindID and Pwd,
if you are configuring the LDAP server for realm support. These
values are used only if you configure LDAP server with non-realm
support,
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e Also, note that the LDAPServerType and LDAPPort have been set to
IBM_DIRECTORY_SERVER and 389 by default.

wpconfig.properties - Microsoft Word

File Edit WVew Insert Format Tools Tagble Window Help
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# LDAFP FProperties Configuration - BEGIN

AR AR ARARARA AR RARARARAAAARARARARARARARARARS

# LookAside: To confignre LDAP with an additional LookAside Databasg

# true - LDAP + Loockaside database
# false - only LDAP
LookAside={agne

# WmmDefanltRealm
WmmDefanl tRealm=portal

# LDAPHostName: The LDAP server hostname

LDAPHos thame- TR

# LDAPPort: The LDAP server port number
# For example, 389 for non-55L or 636 for S5L
LDAPPort=389

# LDAPAAminUOTd: The LDAP administrator ID
LDAPAAmMI nTUT A=t gslstn

# LDAPAAminPwd: The LDAP administrator password
LDAPAdmi nPwd=lgeens

# LDAPServerType: The type of LDAP server to be nsed for WebSphere F
# IBM Directory Server: { IBM DIRECTORY SERVER }
LDAPServerType=IBM DIRECTORY SERVER

#LDAPBindID: The unser ID for LDAP Bind anthentication
# See LDAP examples below:

# IBM Directory Server: { nid=<ldapbindid>, cn=nsers,dc=yonrco,dc=con
NP SR | d=wpshind , cn=nsers , de=noyb , doe=com

#LDAPRBindPassword: The password for LDAP Bind anthentication

LDAPBindPasswo rdm

Step 21: Navigate to the Advanced LDAP Configuration section in
wpconfig.properties file and change the LDAPSuffix value to the suffix you configured
and used to import your users and group under which ahould be is dc=noyb,dc=com in
our case.

UNDER REVIEW USE AT YOUR OWN RISK
Author: Rama Turaga Page 16 Courtesy to: Owen Cline



DRAFT DRAFT DRAFT
WebSphere Portal Server: Step By Step www.WebSphereMentor.com
i wpconfig. properties - Microsoft Word

File Edit Wew Insert Format Tools Table Window Help

I.g' R R T I - T R I RN

£ LRk Rk Rk Lk ko ki ik ki ko ko R
# Advanced LDAP Confignration - BEGIN

#FHE RS R R A AR AR R AR R R AR AR AR AR AR AR RHRHRH R AR

# LDAPSmffix: The LDAP =uffix appropriate for yvonr LDAP server
# IBM Directory Server: { deo=vourco,do=com }

# Domino valme iz nmll

# Domineo: i 1

# Active Directory: { do=yourco,do=ocom }

# Active Directory AM: { do=yourco,do=ocom }

# SunOne: { o=yvonuroo.oom }

# Novell eDirectory { o=yvonuroo.oom }
LDAPSTTTix=slaluile)’y s 0 LasTalaii

Step 22: Now you are almost ready to run the enable security task. But, it is
always a good idea to validate the configuration parameters entered for typos and other
mistakes.

Navigate to the <WPV6-ROOT>\config directory from the command prompt and run
WPSconfig.bat validate-wmmur-ldap as shown in the screenshot below.

You should see the BUILD SUCCESSFUL message if your configuration parameters are
all valid. Otherwise, correct the values in the wpconfig.properties file depending on the
error(s) you receive. This task will take around 20 seconds.

»JIBM~UWehSpheresPortalServersconfig*WPSconfig.bat validate—wmmur—l1dap
icensed Materials - Property of IBM

724-E76,. 5724-E77. 5655-HM44
CC> Copyright IBM Corp. 20001, 2006 All Rights Reserved.

unning WebSphere Portal configuration task.
ANHG is

:/IBM-HehSphere AppServer~-java-binsnativeZascii WPSConfig_temp.prop_ |
Emp.-prop__

Step 23: Once you validate your configuration using the task mentioned above,
run the WPSconfig.bat enable-security-wmmur-ldap command from the command line
as shown in the screenshot below to configure LDAP server with realm support.

You should see BUILD SUCCESSFUL message if your configuration parameters are all
valid. This task took around 55 minutes on our machine.
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C=“IBM~UebhSphere“PortalServersconfig>*WPSconfig.bat enabhle—security—wmmur—ldap
Licenszed Materials — Property of IBHM

5724-E76,. 5724-E77. 5655-M44

CC» Copyright IBM Corp. 20001, 2886 All Rights Reserved.

Running YebhSphere Portal configuration task.
LANG is

C:/IBMAllehSphere -AppServer-java-shinsnativeZascii WPSConfig_temp.prop_ WPSConf
temp.prop___

¢ If your intention is to configure the LDAP Server without realm support
then you would need to run the WPSconfig enable-security-ldap command
instead.

Step 24: After completing the LDAP Server configuration with realm support
successfully, navigate to the <WPV6-ROOT>\wmm directory and backup the
wmm.xml and wmmur.xml files before reviewing them. The enable security task will
update these files with all or most of the configuration parameters we entered in the
wpconfig.properties file. As explained in the Introduction section, the portal server will
consult these files during the startup and runtime for all LDAP related parameters.

Open the wmm.xml file and review all the parameters. Navigate to the nodeMaps section
in this file where it specifies the LDAP suffix, users and group nodes you configured.
You will modify this file when you want to configure a new node called vpor.com (and
users and groups under this tree) before creating a Virtual Portal (VP) in the next chapter.
The VP will search for users under this new LDAP tree vpor.com instead of noyb.com.
You also need to create the dc=vpor,dc=com suffix and populate users and groups under
the suffix in the LDAP server as you will see in the next chapter.

Address C:\IBM\WebSphere\PortalServer wmm,
Mame Size | Type Date Modified
E 13KB XML Document 11/22/2006 9: 26 PM

d| File Edit View Insert Format Help

<nodeMaps=i-
<nodeMap node="dc—noyb,dc—com"
pluginMNode="dc=noyb, dc=com" />
<nodeMap node="cpn—users,dc—noyb, dc—com"™
pluginNode="cn=users, dc=noyb,dc=com" />
<nodeMap node="cn—groups,dc—noyb,dc—com"
pluginNode="cn=groups, dc=noyb, dc=com" />
</nodeMaps>

Now open the wmmur.xml file and review all the parameters. This file specifies the
realms that were configured. So far, we have only one realm called portal in our
configuration. You will modify this file when you configure a new realm called vpor
before creating a Virtual Portal (VP) in the next chapter. The VP will be configured with
the new realm vpor instead of the default portal realm as you will see in the next chapter.
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After configuring these two XML files (wmm and wmmur), you just need to restart the
portal server(s) to use the multiple realms supported by LDAP server.

© Address |3 € \IBMYWebSphere PortalServer ywmm

Mame Size | Type Date Modified
wmmyWASAdmin. xmil 1KE XML Document 11/22/2006 9:27 PM
=] wemmur  xml 1KE XML Document 11/22/2006 9:27 PM

wmmur.xml - WordPad E]E

File Edit WView Insert Farmat Help
<?xml wersion="1.0" encoding="UTF-8%"7>
< WINIAT >
<realms>
<realm id="portal™ delimiter="@E" default="true">
<node wmmnode="dc=noyb,dc=com" />
</realm>
</realms>
< S wrrmar >

Step 25: Open a browser and use the URL http://portal-host: 10038/wps/portal to
login into the portal page using wpsadmin/wpsadmin as the userid/password. The goal is
to verify that the portal user registry configuration had been successfully migrated to the
ITDS server since it has to retrieve user information from the ITDS server to authenticate
the user. Logout of the portal page after the verification is done.

e Now click on the Sign up link on the login screen to register a new user. We
will verify in the LDAP directory that new user information is created after
the successful creation from the portal.

- Address |4 http://portal-host: 10038 /wps/portal

Y-r = C_?' s ||| Search Web = é

User ID:

Password:

Mot registered? Sign up

E Log in §| Cancel E

¢ Enter the new user information as you like and click on OK. We created a
new user called guest in our configuration as shown in the screenshot
below. You should see a screen congratulating you that new user had been
created.
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Q Mew user enrollment. Provide the infermatien requested below and click OK. Click Cancel if
time.

* User ID:

|g uest |

* password:

* Confirm Password:

First Name:

|Guest |

* Last Mame:

|Gu55t |

Email:

|gue5t@m.cnm |

Preferred language:

* Reqguired Field

¢ Login to the portal page using the new user (guest in this case) that you just
created.

. Address |@ http: {fportal-host: 10038 fwps/portal/lut/p/c L hZORTsIWFIZfZh 74 255mED4

Y_r T d_z'l t” Search Web - (& Gg

User ID:
guest

Password:

.'.'ll

Mot registered? Sign up

[ togin || concel |
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¢ Navigate around the portal page. Click on Launch link and notice that you
do not find an option for Administration (as in case of wpsadmin) since
user guest does not belong to the wpsadmins group. Logout of the portal
page after the verification is done.

@ http ,ﬁ"pnr’ralhnst IDD38,.’Aps,’my'portalf\rpnrfc IIEIMA INLTEQII V a Go
Y’ = 'v || searchweb ~ @ cetE7now - & [~ & @ ¥
Home > Welcome > Search: ([}, B + 2 7
i1 Home
Ciocuments

‘" Search
Site Map

Edit My Profile | power and flexibility. . .on demand!

Log Out

= JF Build it better. . .faster!
E-.-'E"-,-t!"ir; that you

uickly navigate y

need is right here. Lock at What's Mew to see how w

, reamange page content, and find people
content. Explore t.*'_ product links. Click Get Starte w for tips on using a1

customizing your site.

Step 26: Verify that the new user (guest in our case) had been created under
dc=noyb,dc=com suffix in the LDAP server by using the ITDS Web Administration tool
(or the Softerra tool). Use the URL http://Idap-
host:12100/IDSWebApp/IDSisp/IDSConsoleframeWork.jsp to connect to the LDAP
Web Admin tool. Refer to the printed version of the book (Chapter 17) for more
information about this tool.

Verify User Registry Configuration From the Admin Console

While running the enable-security-wmmur-ldap task from the command line, the script
will update WebSphere security configuation with the Custom User registry (WMM)
information. Using this information WebSphere Application Server will authenticate the
users on the LDAP server through the WebSphere Member Manager (WMM) plug-in. To
verify this security configuration perform the following steps.

Step 27: Connect to the Portal server admin console from the browser
(http://portal-host:10027/ibm/console)) as wpsbind user.
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Step 28: Navigate to SecuritylGlobal security and notice that the enable-security
task has (1). Enabled global security, (2). Set the authentication mechanism as LTPA and

(3). Set the Active user registry as Custom User registry.

General Properties User registries
Enable glabal security Custom
_ LDAP
|:| Enforce Java 2 security
Local @5
|:| Enforce fine-grained JCA security
Authentication
[] use domain-qualified user IDs Authentication

#* Cache timeout mechanisms
|EEID seconds

Authentication
protocol

Issue permission warning JAAS
Active protocol Configuration

C5I and S5AS |V Authorization
Active authentication mechanism . Authorization
Lightweight Third Party Authentication (LTPA) [l providers

Active user registry Additional Propertig

Custom user registry

Custom
properties

|:| Use the Federal Information Processing Standard (FIPS)

Step 28: Click on Custom under User registries section. Notice the values that
were configured by the enable security task for Server user ID (same as WasUserld
value you specified initially in wpconfig.properties file) , password and Custom
registry class name.

e Remember that when you run the enable security task with realm support
the LDAP server will be configured through the WMM plug-in. The Custom
registry class (WMMUserRegistry) will read the wmm.xml, wmmur.xml
and other security related configuration to connect to the LDAP server in

this case.
General Properties Additional Properties
#* Server user ID
- - Custom
|u|d=l.-'.r|:|5|:||nd,|:n=u5er5,d|:=nn ——
properties
# Server user password
|l..ll..
# Custom registry class name
Lm.regiEtr',r.WMMUEErRegiEtr',r
Ignore case for authorization
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e If you configured the LDAP server without realm support (enable-
security-ldap) then you need to click on LDAP under user registries section
(instead of Custom) to see the security configuration that was modified. As
explained in the Introduction section, LDAP server will be configured
directly with the WebSphere Application Server without going through the
WebSphere Member Manager (WMM) in this case.

Step 29: Now click on Custom properties under Additional properties section
to see the properties and values that were set as shown in the screenshot below.

Global security > Custom properties

Specifies arbitrary name and value pairs of data. The name is a property key and the value is a
that can be used to set internal system configuration properties.

Preferences

MNews Delete
e

Select| Name & WValue ol

I:‘ WASUSER REGISTRY TYPE| wmmFileRegistry

I:l WMMUR CONFIG Ci/IBM/WEBSPH~1/PORTAL~ 1/ wmm/wmmur.xml

I:l WMMUR LOGGEING false

I:l wasAdminFilsloc C:/IBM/WEBSPH~1/PORTAL~ 1/ wmm/wmmWASAdmin.xml
I:l wmmiserSecurityameattr | uid

Total 5

The security information you verified on the admin console in this section is very
useful when you want to federate this portal node to the deployment manager cell.
You need to enable security on the deployment manager first using the security
information you verified now before federating the portal node with security
enabled.

Secure Portal Environment After Running The Tasks

WP V6 installation and configuration processes will write security information into the
temporary working directory. You also specified the passwords in the property files you
worked with earlier (wpconfig.properties and wpconfig_dbdomain.properties).
Eventhough it is OK to leave this security sensitive information alone in eductional and
training environments, you should remove this information in the production
environments. To do so, perform the follwing steps:

Step 1: From the command line navigate to <WPV6-ROOT>\config directory
and run WPSconfig.bat cleanup-work-dir command to remove the temporary working
directory.
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Step 2: Make sure both serverl and WebSphere_Portal servers are started.
Navigate to <WP-PROFILE-ROQOT>\bin and check the server status using the
command serverStatus.bat -all. Use the command startServer.bat serverl and
startServer.bat WebSphere_Portal to start respective application server.

Step 3: From the command line navigate to <WPV6-ROOT>\config directory
and run WPSconfig.bat delete-passwords command to remove passwords from
wpconfig.properties and wpconfig_dbdomain.properties files.

NOTE: If you want to run a task in the future that requires password(s) again then you
can either specify password(s) in the properties files or enter them on the command line
while running the task. For example to specify portal admin password while running a
configuration task you would specify WPSconfig.bat task-name -

Dportal AdminPwd=portal-admin-password command. This way passwords are not
stored in the properties files and you don’t haveto run delete-passwords tasks if you
specify passwords at the command line.
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